Case Study 2: BrightRoute National Delivery Services
Organisational Background
BrightRoute is a delivery company with 450 drivers operating across the United Kingdom. Each driver is provided with an organisation-owned smartphone.
The smartphones are used to:
· Receive delivery routes
· Scan parcels
· Take photographs of delivered items
· Collect customer signatures
· Contact customers
· Use satellite navigation
· Record delivery completion
· Communicate with the operations centre
The smartphones have mobile data contracts paid for by the organisation.
The Problem
The finance department discovered that mobile phone costs had increased significantly. Some drivers had used their work devices for:
· Personal international calls
· Streaming films and music
· Downloading large games
· Using social media during working hours
· Purchasing apps through the organisation’s account
There had also been several cases where drivers left the company but did not immediately return their phones.
One former employee continued to receive synchronised route information and customer contact details for several days after leaving.
BrightRoute decided to use mobile device management software to control all driver smartphones remotely.
Remote Management Controls Implemented
Remote wipe
When an employee leaves the organisation, the IT department can remotely remove:
· Customer information
· Delivery records
· Work emails
· Route information
· Company applications
· Saved login details
If a device is lost or stolen, the organisation can lock it, identify its last reported location and perform a complete remote wipe.
Disabling functionalities
The following features were disabled or limited:
· Installing applications from unknown sources
· Changing security settings
· Removing the management software
· Connecting to unapproved Wi-Fi networks
· Using the phone as a personal mobile hotspot
· Factory resetting the device without administrator permission
The camera remained enabled because drivers needed it as evidence of delivery.
Restricting mobile devices
Only organisation-owned and registered devices could access the parcel tracking system.
Each smartphone was assigned to a named driver. Drivers had to sign in using a password and a second authentication method.
The devices automatically locked after a short period of inactivity. Devices that had been modified, rooted or reported missing were blocked from the company network.
Controlling the app store
Drivers could only access an organisation-managed app store containing approved applications, including:
· Route planning software
· Parcel scanning software
· Secure email
· Navigation software
· Vehicle inspection software
· Emergency contact tools
Games, streaming services, gambling apps and unauthorised social media applications were blocked.
The organisation could also remotely install updates and remove applications that were no longer required.
Restricting calling and data use
Drivers could call customers, managers, emergency services and other approved numbers.
The following were restricted:
· Premium-rate calls
· Unapproved international calls
· Entertainment streaming
· Large personal downloads
· Excessive social media data use
· Use of mobile data outside the United Kingdom
The system recorded data usage and alerted managers when unusual activity occurred.
Controlling backup and synchronisation
Delivery photographs, customer signatures and route information were synchronised only with BrightRoute’s secure central server.
Personal email accounts and personal cloud storage services could not be added to the devices.
Drivers were prevented from automatically uploading delivery photographs to personal photo backup services.
When information was successfully transferred to the company server, unnecessary local copies were automatically deleted.
Outcome
Within three months, BrightRoute reduced its mobile phone and data costs. The organisation also improved control over customer information and reduced the risk caused by lost devices or former employees retaining access.
However, some drivers argued that the monitoring system invaded their privacy. BrightRoute responded by producing an acceptable use policy explaining:
· What information was monitored
· Why monitoring was necessary
· When remote wipe could be used
· What employees were permitted to do
· What would happen if the policy was broken
Learner Questions
1. Why did BrightRoute need to restrict calling and mobile data use?
2. Explain why the camera was enabled while other functionalities were disabled.
3. How did controlling the app store reduce security and financial risks?
4. Why should former employees’ devices be remotely wiped?
5. What risks could arise if delivery photographs synchronised with personal cloud accounts?
6. Do you think BrightRoute’s monitoring was reasonable? Justify your answer.
7. Recommend one additional mobile device management control that BrightRoute could introduce.

